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O Today’s session will be recorded.

O An archive of today’s talk will be available at: www.sercuarc.org/serc-talks/ as well as on the SERC
YouTube channel.

O Use the Q&A box to queue questions, reserving the chat box for comments, and questions will be
answered during the last 5-10 minutes of the session.

Q If you are connected via the dial-in information only, please email questions or comments to
SERCtalks@stevens.edu.

O Any issues? Use the chat feature for any technical difficulties or other comments, or email
SERCtalks@stevens.edu.
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The Systems Engineering Research Center (SERC) is a federally funded University Affiliated Research Center
managed by Stevens Institute of Technology.

Any views, opinions, findings and conclusions or recommendations expressed in this material are those of the author(s)
and do not necessarily reflect the views of the United States Department of Defense, OUSD (R&E), nor the SERC.

No Warranty. This SERC - Stevens Institute of Technology Material is furnished on an “as-is” basis. SERC and Stevens
Institute of Technology makes no warranties of any kind, either expressed or implied, as to any matter including, but not
limited to, warranty of fithess for purpose or merchantability, exclusivity, or results obtained from use of the material.
SERC and Stevens Institute of Technology does not make any warranty of any kind with respect to freedom from
patent, trademark, or copyright infringement.

This material has been approved for public release and unlimited distribution.
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Scientific Test and Analysis Techniques (STAT) Center of

Excellence (COE)

dEstablished and funded by DASD(DT&E) in 2012 to provide Independent graduate

degree level technical STAT skills
o Planto increase T&E efficiency & effectiveness
o COE directly supports DOD major acquisition programs
[ Mission: Provide independent advice and assistance to designated acquisition
programs in the application of scientific test and analysis techniques in the
development of test & evaluation strategies and plans
U Functions
o Work directly with Program Managers supporting their efforts for more rigorous T&E
o Provide technical assistance to the DD(DTEP) and DAU as requested
o Capture STAT best practices for wider dissemination across acquisition community
o Develop case studies that exemplify appropriate use of STAT in achieving more rigorous
T&E
o Identify STAT research needs, conduct research when appropriate, and engage the
academic community
o Provide training at the point of need to ensure program led rigor in testing

(ADHS STAT COE since 2017

_ STAT enables more scientific but practical test design . ‘ .




Scientific Test and Analysis Techniques (STAT) are the scientific and
statistical methods and processes used to enable the development of
efficient, rigorous test strategies that will yield mission assurance during
development. STAT encompasses such techniques as design of
experiments, observational studies, reliability growth, software testing,
and survey design used within a larger decision support framework. The
suitability of each method is determined by the specific objective(s) of
the test to assist the program manager to understand and quantify
technical risk.

| DoDI 5000.89 requires STAT for both developmental and operational testing
6




STAT: Innovation, Agility, Quality

INNOVATION

* Efficiently generates STAT-based
information for technology
development and testing

* Implementation costs are offset by test
cost savings and post-production cost
avoidance

AGILITY
4/ Implements rapid & responsive
* ;
*  solutions to program changes that
’* occur during testing
b . Continually ensures alignment of =
de5|red m|55|on capablllty with ’
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QUALITY

* Test and evaluation enables the DoD & DHS to acquire systems
that work while quantifying risk using STAT

* Produce the required data to characterize system behavior and
combat mission capability in accordance with DoDI 5000.89 and
other guidance

* STAT enables quantitative estimates of technical performance
requirements and produces mission-oriented metrics




The Role of Developmental

Test & Evaluation

Testing justifies its cost if:

Enabling

’
Resource: — it yields quality information (effective)
— it doesn’t waste resources or time (efficient)
Scientific Test o s .« .
: — it informs decisions
and Analysis —
Techniques — it results in programs better understanding their technical
baseline
__ — itidentifies cause when desired performance is not achieved
F
Developmental — it is conducted where system performance is uncertain
Evaluati .
oo ) — itis conducted where lack of system performance creates
__ risk to the mission

Well thought-out sequential test strategies have the potential during technology and system
development to enable agility, inform innovation, and ensure quality
“Build a little, test a little, learn a lot” -- Adm. Wayne E. Meyer

—




STAT Process

Requirements

...............................................................................................

PLAN Understand IDiClarity/Quantify & Program Level

EI] 5 Basic Test Pr
i Decompose Mission/System [ S e ]
o Screening _ — Verification STAT Infusion
\ Characterization[ Determine Objective(s) ] Optimization
eeteteteteterere e e s ssssssesseseteseshaetetetetesese e e e s s s sasasesasesesend System decomposition and developing
R SHE—————— ractical obiectives is critical
: Define Design Space [ Define Response(s) ] i j .
: Design Factors Randomization

Recorded Conditions | Select Factor(s) / Level(s) || Identify Constraint(s) | Blocking o
Noise Disallowed Combinations

.
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DESIGN

%,O Confidence & Power

72 Signal & Noise Create Orthogonality 4
Does the analysis Coverage Test Matrix Model Specification

address the requirement? Replication Optimality Criteria
2o Cord Gonoration 3 Perform sequential tests that =
u : build on previous results

EX%CUTE Experimental Protocol/Training [ Execute Test ] P - /

Analysis of (Co)Variance Distribution Fitting
ANALYZE Response Surface Methodology WG s KO ELTVATI Hypothesis Testing

@ Regression Modeling Monte Carlo Simulation
Multivariate Analysis Optimization
Decision-quality information gives

insight into system performance and
guantifies risk

Record Deviations

Program Decision(s)



STAT COE Complex System Challenge List

1. Efficient and effective test of cyber-physical systems to inform technical
baseline knowledge and reengineering (often using design of experiments)

Reliability testing

Software testing (DevSecOps)

Validation of modeling and simulation

Test information integration within digital engineering
Model-based systems engineering informing test planning
Qualified system-specific test personnel

Test range complexity and realism

. Interoperability testing

10 Cyber testing

© 0 NOUAWN

Test planning for complex systems requires appropriate resources and a methodical approach
(STAT process) to achieve information to inform development risk and possible reengineering | o




Digital Engineering and Testing in Virtual Environments

* Digital Engineering leverages models in a digital architecture to
- Accelerate engineering design, test, evaluation, & analysis (TE&A)
- Virtualize T&EA to reduce testing costs
- Continuously update models & data to improve processes & procedures
- Reuse models & data to prevent rework and carry forward lessons learned

* Digital Engineering builds on and augments other processes &
technologies

- MBSE, engineering design, Defense Acquisition

* Enterprise Digital Engineering feeds back into future engineering,
requirements, logistics, and lifecycle management

* Model validity and readiness are critical to Digital Engineering and can
be addressed via quantifiable, STAT-rigorous methods

Digital Engineering and T&E support each other to accelerate
development while reducing physical investment, STAT supports both




Test Planning in Digital Engineering

Effective test planning is
critical to successful testing

s,

The STAT Process

PLAN { Understand ID/Clarify/Quantify
. . . . Requirements STAT Candidates -
Te St p I a NNIN g IN D I g I ta I . Decompose Mission/System [ ol Tt ]
i I I D : Screening Verification
E N gl neerin g p rese ntS uni q ue : Characterization [ Determine Objective(s) ] Optimization
sttt tssssssess s System decomposition and developing

. i i S practical abjectives is critical

CO n Ce rn S . Define Design Space [ Define Response(s) ] ;

— Physical testing may not be
feasible at all stages

— MA&S testing needs VV&A to

2 Signal & Noise Create Orthogonality L
Does the analysis Coverage Test Matrix Model Specification
be trustwort hy address the requirement? Replication Optimality Criteria

— Difficult to know if models are e — - Perform se
ready for use when little EXECUTE ExperimentlProtocolTraing (Ereterest | ST
physical reference data exists ANALYZE Analysis of (Co)Variance Distbuton Fting

R Surface Methodol isi i othesis Testin
fO r VV&A \! e Rgg?g:sioﬁ Moodoeﬁﬁgy; 2 ecision Quality Jnfo M)clzate Carlo Simugllation
Multivariate Analysis Optimization

Design Factors Randomization

Recorded Conditions [ Select Factor(s) / Level(s) ][ ] Blocking o
Noise Disallowed Combinations

DESIGN

Identify Constraint(s)

Confidence & Power

Decision-quality information gives

¢
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insight into system performance and
quantifies risk

Program Decision(s)




Model Validation &

A
A

Operational
Simulation

Physical Test

. —> Live Testing
Design

Test

Planning MBSlﬁ\Elﬁ)liir;gllaizrmg

Decision Quality

Resulting Data gy 2 Analysis —>

Information

Virtual Test
Design
Operational
Model Use

SME &
Engineering
Insight




WSE FOR A,
5 Es,
S

Digital Engineering Models

Cost Models

Operational
Analysis

Systems
Engineering

Sustainment
Models

Engineering
Models (e.g.
MATLAB
w/ SimulLink)

Test Data
& Empirical
Models




» STAT applies to both physical and simulated environments
» STAT still strives for effective and efficient testing

* For successful physical and simulation testing, planning is critical

Physical Testing Simulation Testing

Typically limited by schedule, test range, and test May involve deterministic simulations with no variability
resources
Typically limited by safety and manpower concerns STAT methods seek to cover model space as fully as possible

STAT methods seek to understand system variability and Allow exploration of potentially dangerous operating regions
coverage

Meaningful results require rigorous test design Larger numbers of test runs may be available

Meaningful results require rigorous test design AND trusted
models

Simulation testing seeks to understand the system being represented by a
model, not the model itself




STAT for Validation of Models in Simulation
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» STAT for validation differs from STAT for virtual testing because validation
seeks to assess the quality of the model, not the properties of the
modeled system

Parameter Estimates Prediction Profiler

Term Estimate Lower 95% Upper95%

Intercept 1102917173 | 7.2409511  13.341395 o 8 ;

Airspeed 769908 6.2470733 13.15109 Ué‘ 8 1226525 :

Altitude 8279489 \-1251919  -4.03979 T A [10.2647, N

Loft Angle -3.942123 7423622  -0.460624 8 8 14.2657] """'"—_—"'":":

Target Elevation 23731742 5.48473 = ;

(Crossrange-0.01538)*(Downrange+0.219 -2.35139 1.5281749 r T = T = T T Iy -

Downrange 1772212 "DHE2589 ' ; = ; r‘(—Taocs'_ ‘Tc.socs‘_ 'T*:‘.'D.j'_ "_clsod‘_

Crossrange 3.627/942 \ 0.0962

0.0669 -0.074 -0.2198 0.0154 -0.6635 Target
Are the trendS/ Altitude Airspeed Downrange Crossrange Loft Angle Elevation
variable effects
. _ 5

Parameter Estimates similar:

Term Estimate Lower 95% Upper95% Kredictio

Intercept 75

Airspeed A1854 12.8933 ]

Altitude -8.541786 306 6730512 | § 3562176

Loft Angle -4.440862 -2.953504 3 (347671,

Crossrange 3.5971895 48066421 2 364764] Aokl TS T e

(Crossrange-0.01538)*(Downrange+0.21978) -1.646593 0.0108257 s

Downrange 0.8800363 J-0.409081 2.1691533

Target Elevation -2.227077  0.4315467 52542 52522 52542

Model Data 0.0669 0.074 -0.2198 0.0154 -0.6635 Target

Are the mea ns/ Altitude Airspeed Downrange Crossrange Loft Angle Elevation

medians similar?




MBSE is a Systems Engineering Framework

that tracks system attributes and

requirements in a system architecture model

Built on modeling languages like SysML

— SysML uses Structure, Behavior,
Requirements, and Parametric elements to
capture and enforce relationships between
system physical, functional, and required
attributes

MBSE provides numerous benefits
— Provides Requirements traceability
— Captures component relationships
— Tracks and applies design constraints

— Facilitates shared understanding and
communication of design

1. Structure
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Friendenthal, S, Moore, A., & Steiner, R. OMG Systems Modeling Language (OMG SysML™) Tutorial, 2009
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SysML Diagram Taxonomy

SysML
Diagram

[\

Behavior Requirement Structure
Diagram Diagram Diagram
I ] SI | I l
s tate Use Block Internal
;:t':grn Sgigu?:;e Machine Case Definition Block E?:k;gnf
Y g Diagram || Diagram Diagram || Diagram g
Parametric
Diagram

Delligatti, Lenny (2013). SysML Distilled: A Brief Guide to the Systems Modeling Language

Open arrow head indicates the item at
the head is a generalization of the
unadorned end




How does Digital Engineering

Support T&E?

* Digital Engineering leverages models in a digital architecture to ensure program ownership of their
technical baseline
 DE accomplishes this through:
— Reuse models & data to prevent rework and carry forward lessons learned
— Enabled by Digital Thread
— Virtualize T&E to reduce testing costs
— Enabled by Digital Twin and supported by Digital Thread
— Continuously update models & data to improve processes, procedures, operations, & logistics
— Enabled by Digital Telemetry and supported by Digital Thread
— Accelerate engineering design, test, & evaluation
— Leverage the interplay of Digital Twin, Digital Telemetry, and Digital Thread

e Use Cases (GBSD, T7, Space/ISR systems)

Digital Engineering leads to better systems engineering and
acquisition decisions




Model Readiness Levels

 MRLs provide:
- A measure for model developers to continuously improve their models
- A means for decision makers to better understand the risk with making decisions based on
models
* In order to accomplish this, MRLs need to:
- Beusable
- Be comprehensive
- Have mathematical rigor and consistency

e Existing methods do not address all of these properties

An MRL needs to assess multiple aspects of the model




Fidelity Authority Scope

Authorit
Relevant Referent
Level

1 SME Judgement
First Principles/Physics
Predictions
Subcomponent Lab Test Data
Component Lab Test Data
Lab-Scale System Test Data
Prototype Test Data
HWIL & SWIL Data
Live System Test Data
Operational Real-World Data

Digital Model of

Image Credits: STAT COE
component (\r system

Model Referent

O 00 N O Ul b W

Fidelity quantifies model similarity Referent Authority Ranking Scope quantifies degree to which
to referent in 4 dimensions of quantifies trust in baseline of model and referent represent the
detail comparison same system

The MRL draws on the 3 Pillars of Validation to ensure the right things
are compared, they behave the same way, and we trust the baseline




Fidelity

Resolution Accuracy
Model Referent
Resolution [l Hion B Low Accuracy |8 ion B Low B Trun Repeatability ® High ® Low
* Fidelity quantifies the level of detail in a Consistency

model by its behavior in four dimensions
— Accuracy:
— Repeatability

— Consistency

- RGSO'UtiOn Consistency . Consistent i Not Consistent B‘ Truth

Fidelity quantifies model similarity to referent in 4 dimensions of detail
Image credits: STAT COE




Referent Authority

* Referent authority level is similar to TRLs: Authority s
— To declare a technology at a TRL, some evidence must exist to Level
show that the technology has been demonstrated at that TRL
— That evidence is a referent trusted to that Readiness Level 1 SME Judgement
— Areferent can transfer trust to a model up to its own level of 2 First Principles/Physics Predictions
authority 3 Subcomponent Lab Test Data
 Multiple referents of the same or different authority levels 4 e
may be used
— Referents can be weighted appropriately using a Rank Order > _EISFSEElO SHEIEND USSE (PELE
Centroid (ROC) method applied at each authority level 6 Prototype Test Data
7 HWIL & SWIL Data
8 Live System Test Data
9 Operational Real-World Data

Referent Authority quantifies trust in baseline of comparison




Digital Model of
component or system

e Scope quantifies degree to which model
and referent represent the same system

— Scope compares the modeled variables,
effects, and constraints to those present in
the referent data

— Referents which cover more of the model
scope can validate more of the model and
contribute more to model readiness

uadpnr JINS

— Several referents may be used to cover the
full scope of a model

— Coverage is multidimensional

Scope quantifies degree to which model and referent represent the same system




Scope: Test Design Simulation vs. Live

Strategies for selecting the design space and points for live and simulation-based testing

é}-
% o€
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* Ideal: the live design encompasses the simulation design space so comparisons between them are interpolations, not

extrapolations

e Limitation in Live Space: often due to practical constraints that exist in live testing. Here the domain of the live testing should
span the maximum possible domain of the simulation experiment and regions of extrapolation should be cIearIy identified in

the validation limitations

Operatmnal
’, Envelope 2

Difficulty of the Environment

I
Operational
[ ~
A Envelope ™.

Difficulty of the Environment

Difficulty of the Mission
Ideal

Slides from STAT in M&S V&V Course: Simpson, Wisnowski, Doane

Difficulty of the Mission

Live test data design Limited Live

for comparison

Design to
explore
model space

—

\




IELGEVENS

Digital Engineering provides the potential for increased innovation, agility, and
quality

STAT complements Digital Engineering in two ways:
- Rigorous and defensible model validation
- Efficient and effective test design

MRLs must be useable & comprehensive with mathematical rigor and consistency

MRLs facilitate continuous model improvement and informed decisions from models

Test and evaluation is about determining the test events required, ensuring rigorous
test planning that feeds effective evaluation

This is the way
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WASHINGTON DC VIRTUAL
SAVE THE DATE NOV. 2-4 2021
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RESEARCH REVIEW RESEARCH REVIEW STUDENT FORUM
Day 1 Day 2 Day 3

IN-PERSON | VIRTUAL VIRTUAL VIRTUAL
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LIVE DEMONSTRATIONS TRUSTED SYSTEMS
NETWORKING ARTIFICAL INTELLIGENCE
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' . BN UPCOMING TALKS

SERCiET

Series Moderator: Dr. Laura Freeman, SERC Research Council Member,
Director of the Hume Center's Intelligent Systems Lab and Assistant Dean for
Research in the College of Science, and Research Associate Professor in the

Department of Statistics at Virginia Tech &
Tentative Dates — Wednesdays at 1 PM ET: October 27 | December 1, 2021 4

CONTACT

Webinar Coordinator: Ms. Mimi Marcus, Stevens Institute of Technology — mmarcus@stevens.edu

Please visit the SERC Talks page to register and for more information and updates.
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THANK YOU FOR JOINING US!

Please check back on the SERC website for today’s recording

and future SERC Talks information.

You

Subscribe and follow SERC on our social channels

32
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