
SDSF 2019 November 18, 2019 1

The Impact of Software Security Practices on 
Development Effort

Sponsor: OUSD(R&E) | CCDC
By

Elaine Venson
7th Annual SERC Doctoral Students Forum

November 18, 2019
FHI 360 CONFERENCE CENTER

1825 Connecticut Avenue NW, 8th Floor
Washington, DC 20009

www.sercuarc.org 



SDSF 2019 November 18, 2019 2

Outline

MOTIVATION SYSTEMATIC 
MAPPING

RESEARCH 
GOALS

SURVEY DESIGN RESULTS CONCLUSION



SDSF 2019 November 18, 2019 3

Vulnerability Analysis

Based on the US National Vulnerabilities DB (NVD)
More than 85K publicly reported vulnerabilities

Distribution of Vulnerabilities in 2015
93% of buffer errors involved only a single condition 

(typically, failure to check array bounds)  

Kuhn, M. Raunak, and R. Kacker, “It Doesn’t Have to Be Like This: Cybersecurity Vulnerability Trends,” 
IT Professional, vol. 19, no. 6, pp. 66–70, Nov. 2017.
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Software Security

Engineering software that continues working under malicious attack 
[McGraw, 2004].

Many issues faced in computer security today are rooted in our 
approach to developing software and systems [Heitzenrater, 2016].

Software defects have security ramifications.

Security is an emergent property of 
a software system.

There is no single addition that can make 
a software secure.



SDSF 2019 November 18, 2019 5

Costs to Find and Fix Defects

• Finding and fixing non-severe software defects after delivery is 
about twice as expensive as finding these defects pre-delivery. 

• Finding and fixing a severe software problem after delivery is 
often 100 times more expensive than finding and fixing it during 
the requirements and design phase. 

Shull, F., Basili, V., Boehm, B., Brown, A.W., Costa, P., Lindvall, M., Port, D., Rus, I., Tesoriero, R., Zelkowitz, M., 
2002. What we have learned about fighting defects.
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Chehrazi, G., Heimbach, I., Hinz, O.: The Impact of Security by Design on the Success of Open Source Software. In: ECIS 
2016 Proceedings. p. 18 (2016).
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Challenges

The effort/costs of performing security practices are often 
pointed out as a barrier to their wide use.

Lack of knowledge about the amount of resources needed to 
achieve a determined level of security assurance. 

It is paramount for users, developers and managers to 
understand and agree on the right amount of resources to be 
allocated for software projects to deliver proper security. 
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Systematic Mapping of Literature

Inclusion Criteria:
• IC1 – Study about software security that considers effort/cost impacts.
• IC2 – Study about effort/cost estimation or measurement that considers software security issues.
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Sources of Cost

Source Papers Source Papers

Perform Security Review 21 Perform Security Training 6

Apply Threat Modeling 18 Improve Development Process 5

Perform Security Testing 16 Perform Penetration Testing 5

Apply Security Requirements 11 Achieve Security Level 3

Apply Security Tooling 11 Document Technical Stack 3

Implement Countermeasures 9 Security Experts, Security Groups, 
Security Master

3

Fix Vulnerabilities 9 Track Vulnerabilities 3

Apply Secure Coding Standards 8 Functional Features 2

Apply Data Classifications Scheme 7 Hardening Procedures 2

Publish Operations Guide 7 Security by Design Paradigm 1
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Approaches to Estimating Costs of SWSec

Approach Additional Cost Source Validation

COCOMO II security extension 0.94 (Low)
1.02 (Nominal)
1.27 (High)
1.43 (Very High)
1.75 (Extra High)

Expert estimation Not validated 

COSECMO 0% (Nominal)
20% to 80% (EAL 3 - High)
50 to 200% (EAL 4 - Very High) 
125% to 500% (EAL 5 - Extra High)
313% to 1250% (EAL 6 - Super High) 
781% to 3125% (EAL 7 - Ultra High) 

Expert estimation Not validated

Weapon systems development 
cost model (COCOMO II based) 

1.0 (Low or Nominal)
1.87 (High) 

Expert estimation and 73 
data points 

Cross 
validation 

Secure OS software cost model 
(COCOMO II based) 

1 (Nominal)
1.25 to 1.5 (High)
1.75 to 2.0 (Very High) 
2.0 to 2.75 (Extra High) 
3.0 to 3.75 (Super High) 

Expert estimation Case study

FPA security extension 0 to 5% increase in the function 
points size of the project

Practices from survey 
with developers 

Not validated
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Research Goals

• Effort and frequency of 
activities.

Gather a better understating of how 
software security practices are 

applied in the industry.

• Effort added in projects.
• Effort estimation 

methods.

Identify the implications of applying 
such activities in terms of effort.
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Survey Design

Sampling Frame
 Software Security Group on 

LinkedIn
 2012 member at the time

Sampling Strategy
 Random Sampling
 Initial sample size = 908
 Excluding recruiters and sales 

people = 808

Recruitment Strategy
Manual invitation through 

LinkedIn messages
 Raffle on Amazon to encourage 

responses

Questionnaire Design
 Reviewed by external expert
 Piloted with 10 members from 

the sampling frame
 Close-ended and quantitative 

questions
One open-ended questions

Data Collection and 
Analysis
Web-based tool
 Available for 2 weeks
 Reminder after 1 week
Quantitative analysis mostly
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Results

110 complete 
responses

13.61% 
of the sample

Confidence Interval 
9.07

Level of Confidence 
95%
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Participants Background

Countries

Experience and Degree Position in Organization
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Organization and Projects

Organization Size and Domain

Selected Project
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Software Security Practices

Morrison, P., Smith, B.H., Williams, L., 2017. Surveying Security Practice Adherence in Software Development, in: Proceedings
of the Hot Topics in Science of Security: Symposium and Bootcamp, HoTSoS. ACM, New York, NY, USA, pp. 85–94. 
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Practices Frequency and Effort

Effort Each Application

Frequency of Application
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Most Often Executed Practices
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% Individual Effort on Security Practices

(Frequency x Effort each application) / One-person project effort
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Effort Dedicated to Security

By Development Type

By Sector
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Estimation Methods and Use

Practices were partially or not planned.
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Challenges in Estimating/Planning Security Practices

• “There are a few, but getting people to truly stop, and understand 100% why the 
best practices are needed, can be a challenge - when people get focused on 
delivery dates. Once you explain the ’What could happen...’ - it tends to sink in.” 

• “Always people considered security as feature to add after business logic and 
programming are finished so it happens to delay the project a lot.” 

• “Convincing project manager to incorporate security related time and effort.” 
• “Low priority from higher management, strict delivery deadlines - all estimates 

were hard or rejected.” 

Lack of security culture from developers, managers and business stakeholders

• “Business wants least time in security as the delivery is (the) main focus.”
• “Fast development, to get feature out. Feature priority, security takes back seat 

sometimes.”
• “Estimating time/effort wasn’t the real challenge. It was more of getting a buy-in 

from Development team regarding time allocation for security assurance 
activities as these were generally given lower priority due to their non-functional 
nature compared to business/functional tasks.”

Prioritization of business features upon security 
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Conclusion

Applying Secure Coding Standards was the most executed 
practice, followed by Performing Security Testing.

Security-related activities represented a big chunk of project 
effort (20% median for new development).

Security practices were not fully planned for more than 40% 
of the projects.

Lack of security culture is still an obstacle to the application of 
these practices.
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