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Introduction

• Modular Open Systems Approach (MOSA) is the Department of 
Defense (DoD) method to designing composable systems that 
follow open standards and can be acquired from independent 
vendors

• Equally as important is the DoD’s desire to mitigate the risks of 
losing critical program information and to maintain operability of 
their systems during potential cybersecurity attacks

• This presentation introduces the concept of a Secure MOSA and 
utilizes Systems Thinking methodologies to understand the 
complex relationships contained in this system
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Perspectives: Identifying Secure MOSA 
Stakeholders 
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Secure MOSA System Boundary

• Determine the system boundary to scope analysis

• Entities outside the boundary influence decisions and 
design – see inputs, next slide
― These relationships may cross the boundary
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Inputs to Secure MOSA

• Inputs to Secure MOSA impact 
decisions throughout the system’s 
lifecycle

• Known or suspected exploiter 
attacks will influence security 
capabilities design

• Funding received impacts scope a 
program can undertake

• NIST and Consortiums provide 
guidance and best practices

• Requirements are driven by 
warfighter needs
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• MOSA and SSE have  well 
understood benefits

• Benefits of MOSA: enhanced 
competition, innovation, cost 
savings/avoidance, improved 
interoperability

• Benefits of SSE: threat 
mitigation, address system 
loss scenarios, protection of 
capabilities that enhance 
warfighter advantage 

Identifying the Benefits of Secure MOSA

• Establishing the value of SSE 
incorporated into MOSA to 
determine benefits
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Secure MOSA Shaping Forces

• The need for Secure MOSA is 
shaped by both the need for MOSA 
and SSE

• SSE rigor will be 
required on all MOSA 
components to 
maintain and/or 
enhance security
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Telling the Story: Secure MOSA Relationships

• Used Systemigram to 
analyze and visualize 
relationships between 
stakeholders and 
components within 
the Secure MOSA 
system
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Conclusion

• MOSA, if adopted effectively by the DoD and its contractors, will 
result in significant cost savings, rapid upgrades and greater 
advantage for the warfighter

• Ensuring that Program Protection and Systems Security 
Engineering are incorporated into the MOSA lifecycle will be 
paramount in the approach’s success and maintaining 
technological advantage over adversaries

• Systems Thinking provides excellent tools that can help gain a 
deeper understanding of the problem scope that is incorporating 
SSE practices into MOSA
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Ongoing Research

• Leveraging Cyber-Physical Systems (CPS) to Identify Security 
Patterns for Secure Modular Open Systems Approach (MOSA) 
Designs

• Using this research to expand on the value adding processes 
identified:
―Rapid upgrades of compromised modules
―Securing Intellectual Property (IP)/CPI while still improving interoperability
―Design for Authenticity 
―Rapid upgrades of modular security components

• Identifying parallels and commonality, security patterns, 
protection approaches
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